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Dear hakin9 
Extra  
followers,

this month, in reply to your requests we decided 
to devote the current issue to Helix. What makes 
products from e-fense family so distinctive and de-
sirable? Simply, they’re easy in use and have ple-
thora of functions: it not only can manage your 
network settings, but it is also an outstanding 
forensic tool. However, some of our authors not 
necessarily agree with that fact. Some authors 
will praise it, some others will roast it. Actual-
ly, multitude of opinions is something refreshing 
and thought-provoking. We’d love to present one 
point from different perspectives. This month: 
Amy Cox and Eyal Lemberger will check if Helix is 
really forensically sound. Keith Swanson is go-
ing to present Real-World Imaging Tips using He-
lix. Jon Evans will show his expertise on live cds 
for digital forensics and incident response. Elias 
Psyllos is going to share his Helix 3 experience. 
Mounir Kamal is going to discuss digital investi-
gation concepts. Guys from INFOSEC provided me 
with an article by Ken Johnson on hacking SOAP 
(and not only SOAP). 

  I hope that you will enjoy reading 
hakin9 Extra. 

P.S. For those who would like to obtain CEH 
certificate and finish Cyber 51’s course – we 
still offer promo options for hakin9 readers  

– just register via our affiliated link  
and enjoy -260$ bonus. 

http://www.cyber51.com/affiliates/idevaffiliate.
php?id=109&url=17

Michał Wisniewski, hakin9 Extra 
m.wisniewski@software.com.pl
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8.  Helix2009R1 is Forensically Sound...Surely?
 By Amy Cox and Eyal Lemberger
 The golden rule is that the initial media should not be altered. But ACPO do give some wriggle room with 

the secondary rule being that if the original media is altered in any way it must be done by someone who 
knows what they are doing and therefore understands the exact changes that happen. In other words and 
expert who can explain what has happened and why.

22.  Helix 3: An Experience
 By Elias Psyllos
 One of the great features of Helix 3 Pro is the GUI face. Once Helix has fully booted you will see a clean and 

organized screen, as though you started the program from your desktop. For those that have not used this be-
fore, this is where it gets EASY. Go to the top left of the screen, select Applications,  go down and select «Acqui-
sitions and Analysis». Select Helix 3 Pro, and the Helix 3 Pro Acquisition tool will appear.On the left side of the 
Acquisition tool, you will see a section labeled «SYSTEMS» and it will list all the hardware attached currently 
to the computer (e.g. hard drives, CD/DVD ROMS, thumb drives, external drives, etc.)  as well as the partitions 
associated with each. Select your source drive (the drive you want to create the forensic image of) from the 
left side of the screen and then click the «AQUIRE» button. On the right hand side of the screen will appear the 
«Acquire Device» dialog/selection box.

18.  Live Cds for Digital Forensics and Incident Response
 By Jon Evans
 As with any tool know its limitations as well as appreciating its strengths.  It is also important to test your 

tools, become thoroughly familiar with how they operate to ensure that during deployment they perform 
as anticipated.  It is also important to identify any potential pitfalls.  This is crucial when performing Live Fo-
rensics where you are obtaining evidential data from live running systems.  Whilst performing post mortem 
forensics Helix is a good tool, however like other well known Linux forensic CDs flaws have been identified.  
For example earlier versions of Linux boot cd’s which mounted file system even as read only would alter the 
journal count on ext3 filesystems, by decrementing it by one.  Even though this effectively results in a 1 bit 
change, it is still a rather undesirable result potentially.

12.  Real World Imaging Tips using Helix
 By Keith Swanson
 A RAW image in   .dd format is the fastest and you may need to use that to speed things up. This format will 

also take up the most space on your target hard drive. So now we have to balance space issues with speed. 
We are all familiar with EnCase and the .E01 format. This will use less space but will also take more time. 



26.  Digital Investigation Concepts
 By Mounir Kamal
 Electronic evidence is an information and data of investigative value that is stored on, processed or 

transmitted by an electronic device. Any data may be exist in three major status for example a computer 
running operating system data may be stored in hard disk or may be in memory for the purpose of pro-
cessing or sending it to over network or internet and you can collect evidences in every status and if we 
back to the diagram in figure 1 based on many factor you can decide from which status you can collect 
you evidence.

32.  SOAP hacking by INFOSEC team
 By Ken Johnson from INFOSEC 
 Simple Object Access Protocol, or SOAP, leverages an XML structure for messages and typically com-

municates over HTTP protocol. Web service protocols are a lightweight communication mechanism 
useful for API driven connectivity and are often seen in use with mobile applications. To follow along 
with certain portions of the tutorial, you will need to install JRuby, Buby, Savon, and Nokogiri gems, 
and to download (or purchase) a copy of PortSwigger’s Burp Suite. The idea here is that to extend 
some of Burp’s capabilities to make attacking SOAP easier.

36.  Atola Insight – More Than Just a Data Recovery Tool
 By ATOLA Team
 Atola Technology offers two hardware options for the DiskSense unit: USB and Ethernet. Both units have 

such features like serial port, real time current monitor, power control, write protection switch, buzzer, 
and LED indicators. Atola Insight Ethernet works with two ports to allow for direct disk-to-disk duplica-
tion, transfers data at speeds up to 110 MB/sec, and connects to an Ethernet port from any PC or laptop. 
Atola Insight USB ensures data transfer at speed up to 38 MB/sec and connects to the USB port with 
ease, also proper as mobile utilization. It’s up to you to make a decision which one of Atola DiskSense 
units you will enjoy using.

Hakin9 EXTRA
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Our intention is for you to learn the basics of how a Live 
CD, such as Helix3, works and how certain aspects of 
the tool may result in its forensic validity being open 

to question. Therefore although the article may relate to Helix3 
it contains information that may help with other Live CDs. We 
will then offer ways to deal with the problems and try to spark 
debate as to whether the problems affect the validity of the evi-
dence located.

A Little Background
Shortly after e-Fense and AccessData formed their partner-
ship Helix left the open-source world. The last free version of 
the tool was released in June 2009 and it is still available to-
day (https://www.e-fense.com/store/index.php?_a=viewProd 
&productId=11). Helix3 is not actually the third version of the 
tool its version number is 2.0 and it has been announced that 
the partnership has no intention of updating the free version. 
When the user downloads this free version the webpage in-
forms you that although you get the tool you don’t get access 
to their forums. Only if you purchase a licence for the ‘Pro’ 
version can you access the forums.

Neither of us has made the jump to the commercial ‘Pro’ ver-
sion so this article will deal with Helix2009R1 only. 

Helix started life being built on Knoppix but is now built on 
Ubuntu. It is a set of forensic tools for both Linux and Win-
dows. The actual tool functionalities will not be covered here 
as they are most likely covered elsewhere in this dedicated 
issue of Hakin9:Extra. 

Prior to the release of this version e-Fense suffered a ma-
jor blow when the forensic community found that the previous 
versions of Helix were not forensically sound. This was be-
cause the tool had the ability to recover damaged ext3 parti-
tions, automount partitions and alter journal files. 

We feel we should point out that in fact several tools suf-
fered such a blow, not just Helix3. Earlier versions of DEFT, 
CAIN and Backtrack all suffered criticism as well. In fact any 
Live CD based on the Debian distribution of Linux (at that 
time) would by default attempt to fix a corrupted ext3 file sys-
tem. How each of the tools dealt with the problem ranged from 
denying the issue exists to coming back with a stronger tool.   

In 2008 Helix 2008R1 was released which may have been 
e-Fense’s response to the issue. They stated at the time that:

 Helix has been modified very carefully to NOT touch the host 
computer in any way and it is forensically sound. Helix will not auto 
mount swap space, or auto mount any attached devices. Helix 
also has a special live side for Incident Response and Forensics.

Woderful, they came back with a stronger Live CD that fulfils 
the forensic requirements... or did they?

Why Helix3 failed in the first place?
The Live CD was considered flawed for these four main rea-
sons:
• A Live CD’s original purpose was not to be a forensic tool.
• On a partition formatted with the ext3 filesystem the journal 

may be affected if the filesystem suffers from a corruption.
• The casper scripts were not configured to take into ac-

count forensic expectations.
• The flags used to automount specific filesystems were mis-

configured.

The original Knoppix live CD is based on Debian GNU/Linux 
and it was originally designed for two reasons:
• To enable users to have a demo of GNU/Linux with full 

hardware detection capabilities, without actually having to 
install it on their systems.

• To enable an easy recovery of failed systems.

HeLix2009R1 is 
foRensicALLy 
sound… suReLy?
Helix3 is a bootable Live CD for use by forensic investigators for 
analysing systems running Windows or Linux. This article will 
discuss the issues that the forensic community have brought to light 
regarding the tool and test the forensic validity of the most recent 
open source version of the boot CD. It will end by discussing if any 
of the issues actually affect its usefulness as a tool.

Amy cox And eyAL LemBeRgeR
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This is a task for all Detectives or Electronic Incident Re-
sponders. The difference lies in what we are charged 
with dealing with. Blood spatter, fingerprints, and shell 

casings are much different that cell phones and iPads. Todays 
technology moves fast and what we find at a scene today could 
be a little baffling at first.

Our requirements for the proper handling of evidence and 
the analysis of that evidence are constantly changing with the 
advent of a new device or technology. Mohrs law is a constant 
and can be applied not only to chip processing power but to 
the growth of technology in general, in my humble opinion. 

Fingerprinting has been around for centuries and despite 
some defense attorney dreams, it is an established science. In 
the fingerprinting world things don’t change a whole lot. Any-
thing new is thoroughly vetted by the established scientists 
and is put in use. 

Not so easy on our electronic side, todays technology 
changes on the fly. What is state of the art now, is oh so old 
news 5 minutes later. By the time a new process is vetted and 
approved by the superior minds in Computer Forensics, that 
device is old news and we don’t see it again. Please see HD 
DVD, Beta, Mini disk, zip disks etc. Not that we don’t see these 
things, just that we don’t see these things as much once they 
are surpassed by something bigger, better, and faster. 

Specialized tools and software designed for one device, or 
one operating system cannot be viable. Today we are asked 
to build our kits with no budget, no support, and without re-
ally knowing what we are facing. We have to maximize what 
each of our tools can do. Multi use tools are the key. Carrying 
around one CD that can be used in many different ways beats 
a case of them for each system we find. 

Let’s talk budget. While Helix is no longer free, it isn’t exactly 
a trillion dollars either. When a product can be used in many 
different ways, that’s called getting your bang for the buck. 
The bean counters in accounting like that, and it also frees up 
money for other toys, like a new core i7 wonder computer. But 
I digress. 

This article is not going to be a complete go by the steps 
course in imaging 101, no way. Take the time to get the training 
you need, or go work with someone who will mentor you through 
the process. While writing this my unit had several discussions 
about how detailed I should make this, the consensus is that im-
aging with Helix is something that should get hands on time.

That being said we will take a look at how to make the pro-
cess easier and faster, and some of the advantages to Helix 
when imaging and some of the issues. 

Sure there are times you have no choice, Cell Phones being 
a prime example.

When responding to an event, we have to look at the hard-
ware presented to us for analysis. 

Can we access that drives? How much damage will be done 
to get at the drives? Can we effectively attach our write block-
ing systems?

Who is the crowd has taken apart an apple Product Lately? 
iMac? MacBook Pro?

If you’re like me, those little screws will make you nuts. Let’s 
face life… There is always at least one screw left after you 
are done reassembling the damn thing and you have no idea 
where it goes. Now what?

RAID systems? Great, now I get to rebuild a RAID and  
I have several people breathing down my neck looking for evi-
dence to arrest the suspect. 

It’s easy for some to say “Tell them to back off, it’s a scientific 
process” blah blah blah… Hey. I have been the arresting De-
tective; I have been on the scene of the homicide that depends 
on the info on that hard drive. I have found that kid that was 
missing after meeting someone on Facebook. Time is of the 
essence, and they are going to press you, as they should, to 
get it done and get it right. 

This is where a multi tool like Helix comes in. 
We are going to look at some of the imaging tools in Helix 

from a real world scenario. 
I’m not a college professor, or graduate student writing  

a research paper, I’m a Detective, just like all of us in Law 

Real WoRld ImagIng 
TIps usIng  
We are charged with the response to almost 
anything in todays Law Enforcement age.  We may 
get called to a terrorist attack, homicide, robbery, 
or just a theft of beer. Who knows? Can you be 
prepared for everything? Can you build a kit that 
will cover all of your needs?

KeITh sWanson
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Introduction
This article focuses on the infamous Helix Incident Response 
CD. The Helix IR CD has two facets, the first being used as a 
Live CD meaning you can deploy trusted forensic tools on a 
live running system the primary purpose of which is to capture 
volatile data. This article will only provide a brief introduction 
to the subject area of live forensics, for more I would recom-
mend reading Harlan Carvey’s Windows Forensic Analysis 
DVD Toolkit, or Eoghan Casey’s Malware Forensics: Inves-
tigating and Analyzing Malicious Code. The second is as a 
bootable CD whereby you can boot a suspect system into a 
trusted Linux environment to perform acquisition, or even tri-
age. Although Helix IR is dated it is useful in this context as a 
basis for the reader to gain a basic understanding of how Live 
CDs can be deployed and in what circumstances. As a result 
the reader should gain some understanding how a CD is put 
together, how it is deployed and in what circumstances it can 
be harnessed. Bootable Forensic CDs are an ideal introduc-
tion to the power of Linux for data acquisition, and often use-
ful when dealing with complex system setups. As an example 
bootable Linux CDs can be useful for acquisition of Server 
RAIDs, or systems which present challenges when attempting 
to disassemble in order to remove a hard drive for acquisition 
e.g. laptops, multi media centres and servers etc.

These are just some of the strengths of utilising Linux for 
forensics;

• Free! Open Source. This also means it can be compiled to 
run on a number of varying architectures, e.g. ARM, Pow-
erPC, MIPS, OpenRISC, See Wikipedia for a more com-

prehensive list. This provides the possibilities of develop-
ing a forensic toolset for some diverse systems including 
embedded systems;

• Linux has a wealth of file system support (37 following a 
basic count in the Linux 3.4.4 kernel). In addition to various 
partition types and drivers for dealing with Memory Tech-
nology Devices;

• A wealth of freely available tools for digital forensics, net-
work forensics and malware analysis;

• Diverse selection of scripting languages, text manipulating 
and parsing tools, ideal for log file analysis.

Background to Helix Live CD for forensics and IR
Helix IR was developed by Drew Fahey. Drew was an agent 
with the U.S. Air Force Office of Special Investigations he later 
founded E-Fense where he continued developing Helix. Drew 
is now Vice President of Products at Blackbag Technologies. 
The initial public beta release of Helix was 23rd November 
2003, version 1.3.2 and was based on Knoppix. The last pub-
licly available release was Helix 2009R1on 5th February 2009. 
Shortly after which it became a paid for product with some 
additional enhancements commonly known as Helix3 Pro. 
Helix2009R1 can still be obtained via registration at https://
www.e-fense.com/store/index.php. Drew was also respon-
sible for developing Live Response a USB key with a trusted 
toolkit for capturing physical memory and volatile data, this 
and Helix3 Pro are now part of the AccessData portfolio of 
products. You can still obtain earlier versions without regis-
tration, the last version being Helix 2008 R1. The MD5 hash 
value for which is 93a285bfa8ab93d664d508e5b12446d3.

LIve CDs foR DIgItaL 
foRensICs anD 
InCIDent Response
This article looks at Live CDs as a tool for forensics and incident 
response.  By Live CDs we are talking about the ability to deploy live 
forensic tools to a running system as well as the capability to boot a 
suspect system using the same CD.  The focus here is on the concept 
of utilising a trusted toolkit to assist with the acquisition of data for 
digital forensics and incident response.  The article will demonstrate 
some of the traditional uses for capturing both volatile data and 
forensic acquisition of disks.  This is not meant as a comprehensive 
guide but as an introduction.

Jon evans
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The Scene: I arrived on-site to find 6 computers and have 
limited time to complete my imaging/verification process. 
I immediately layout a plan of how to attack the scenario. 

All chain of custody forms are filled out, labels created, pictures 
taken and I have secured a location to set my equipment up to 
begin imaging. I remove the first 3 machines hard drives and 
use three Tableau TD1’s to begin imaging them.  The remain-
ing three machines; I use my two forensic laptops and two write 
blockers hooked up to the hard drives that I have removed, us-
ing Helix 3 Pro as my imaging software. (Note: If the machine 
is already running, depending on the operating software, Helix 
3 Pro will boot up by itself (auto run) or you can initiate the .exe 
file)  Rather than waiting for a TD1 or laptop to free up, I decide 
to use a bootable Helix 3 Pro disc in the last machine of the 
remaining three. 

The machine is currently off, I use a paper clip to pop the 
CD/DVD-ROM drive on the machine and place the Helix 3 pro 
disc in the machine. The key to the next step is not allowing 
the system to actually boot up, any changes to the system 
could affect the evidence and chain of custody. I want to start 
the system and immediately select the Boot Sequence, the 
option for this will show at the bottom or top of the screen 
when you first power on the system.  Beware you only have 
a few seconds to select the Boot sequence option before the 
machine starts the operating system. As a precautionary mea-
sure keep your hand on the power cable to the machine, if you 
can’t select the Boot sequence option in time, pull the power 
cord. This will prevent the machine from booting the operat-
ing system. Once you are in the Boot sequence, select the 
CD/DVD-ROM drive and Helix will open up. Select the “BOOT 
HELIX 3 PRO” option, you do not want to select the “INSTALL” 
option on a machine that is considered evidence. The sys-
tem should now boot up Helix 3 Pro, and you will see Helix’s 
scripts begin to run. If the screen goes black during Helix’s 
boot up, do not panic, Helix is in the final stages of booting. 

One of the great features of Helix 3 Pro is the GUI face. 
Once Helix has fully booted you will see a clean and organized 
screen, as though you started the program from your desktop. 
For those that have not used this before, this is where it gets 
EASY. Go to the top left of the screen, select Applications,  go 
down and select “Acquisitions and Analysis”. Select Helix 3 
Pro, and the Helix 3 Pro Acquisition tool will appear.

On the left side of the Acquisition tool, you will see a section 
labeled “SYSTEMS” and it will list all the hardware attached 
currently to the computer (e.g. hard drives, CD/DVD ROMS, 
thumb drives, external drives, etc.)  as well as the partitions 
associated with each. Select your source drive (the drive you 
want to create the forensic image of) from the left side of the 
screen and then click the “AQUIRE” button. On the right hand 
side of the screen will appear the “Acquire Device” dialog/se-
lection box.

The “Acquire Device” selection will be where you will select 
the criteria (output type, segmentation, hash protocol, etc.) 
and fill in the details (examiner name, case number, descrip-
tion, notes, etc.) for your image. Make sure if you have not 
already, to connect your destination drive (the drive you want 
to save your image to). At the top middle of Helix 3 Pros main 
screen, you will see your device appear. Select your device, 
and an option window will appear. Select the “MOUNT” option. 

Back in the acquisition screen select the drive you want to 
save your image to (which should be the drive you just mount-
ed). Select the “Start” button and the  imaging process will 
begin. When the image is done, make note that there is an 
MD5 hash value. 

Disconnecting and Shutting  Down Helix: Unmount the 
destination drive (that we had previously mounted) by going 
back up to the top middle and select the destination drive and 
then select “Unmount” in the window that appears. On the 
top right corner of the screen, next to Helix User, select the 
power button. Select the “Shut Down” option, and once helix 
runs through the shut down sequence you will be prompted 
to select “Enter”. Eject the disc first, then select Enter and the 
system will then shutdown.   

Now I have imaged and verified all 6 machines at almost 
the same time without delay waiting for a laptop or a TD1 to 
free up. For every Helix license you have, you can image a 
machine, so no matter how large or small the collection, you 
can purchase the necessary licenses. I have also minimized 
my time needed on-site by conducting the imaging and verifi-
cations of the machines almost simultaneously. 

Elias Psyllos 
Computer Forensic Analyst, Sr. 

HElix 3 Pro:  
an ExPEriEncE
The Request: I received a call for a collection of computers on-site and 
needed to respond quickly. I grabbed  my forensic go-kit that I had  
built, containing a wide variety of products;  such as write blockers, 
wiped hard drives, cables, and imaging software, etc. 

Elias Psyllos
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This article is structured as follows: Firstly, Providing back-
ground about Cyber-Crime definitions and categories. 
Secondly, presenting a new model for the relation be-

tween digital forensics attributes and showing its significance 
to start solid investigation. Finally, provides scenarios in order 
to demonstrate the effectiveness of the model when applied on 
the investigations in reality. i.e. memory investigation, live inves-
tigation, hacking investigation, virtualization, cloud computing 
investigation process and network investigation. 

Cyber-crime Background
The intense increase in cyber-crime is due to the innovative 
ideas that criminals have with regard to new types of cyber-
crime and new ways to commit these crimes. 

Criminals exploit human and technologies vulnerability to 
commit crimes in a way that makes it very hard to trace them 
back. The ever-changing nature of technology from virtualiza-
tion to encryption …etc. contributes to the problems encoun-
tered by experts when collecting and preparing digital evi-
dence for courtroom presentation.

Cyber Crime Definition
There are many definitions for cyber-crimes but the most com-
mon one is: Offences that are committed against individuals or 
groups of individuals with a criminal motive to intentionally harm 
the reputation of the victim or cause physical or mental harm to 
the victim directly or indirectly, using modern computing devices 
and telecommunication networks. 

Cyber Crime Categories

•	 The	computer	as	a	target: The attacker seeks to deny 
the legitimate users or owners of the system access to 
their data or computers. A Denial-of-Service (a.k.a., DOS 

or DDOS) attack or a virus that renders the computer inop-
erable would be examples of this category.

•	 The	computer	as	a	tool	of	the	crime:		The computer is 
used to gain some other criminal objective. For example,  
a thief may use a computer to steal personal information.

•	 The	computer	as	incidental	to	a	crime:	The computer is 
not the primary instrument of the crime; it simply facilitates 
it. Money laundering and the trading of child pornography 
would be examples of this category.

•	 Crimes	associated	with	the	prevalence	of	computers:	
This includes crimes against the computer industry, such 
as intellectual property theft and software piracy.

What is Digital Forensics?
Digital forensics is defined as “The application of computer sci-
ence and investigative procedures for a legal purpose involving 
the analysis of digital evidence after proper search authority, 
chain of custody, validation with mathematics, and use of vali-
dated tools, repeatability, reporting, and proper expert witness 
presentation” 

When considering this definition of digital forensics, investi-
gators must apply the following two tests for evidences in both 
digital and physical forensics to survive in a court of law:

•	 Authenticity:  Where the evidence originated? 
•	 Reliability:  How the evidence was handled? 

Rules of Digital Forensics
An expert forensic investigator will do two things: make sure to 
preserve as much of this data in its original form, and to try to 
re-construct the events that occurred during a criminal act to 
know what happened.

Because digital evidence is very volatile and can easily be 
contaminated or compromised when handled incorrectly, fo-

Digital 
investigation 
ConCepts
In this article, a process model for Digital Forensics Investigation 
is developed and suggested as an alternative way to start digital 
investigations. The proposed model introduces the notion of  
a digital crime scene with its own digital evidence to be applied to 
law enforcement.
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We’d like to bridge that gap a bit by introducing some tech-
niques and offering code, which can be found here. Let’s 
jump right into it. 

In this article we will specifically cover SOAP. Other popular 
standards exist, such as JSON and REST, but for the purpose of 
this tutorial we limit our exploration to SOAP.

Simple Object Access Protocol, or SOAP, leverages an XML 
structure for messages and typically communicates over HTTP 
protocol. Web service protocols are a lightweight communication 
mechanism useful for API driven connectivity and are often seen 
in use with mobile applications.

To follow along with certain portions of the tutorial, you will 
need to install JRuby, Buby, Savon, and Nokogiri gems, and to 
download (or purchase) a copy of PortSwigger’s Burp Suite. The 
idea here is that to extend some of Burp’s capabilities to make 
attacking SOAP easier.

As mentioned previously, SOAP communicates messages in 
an XML structure. This XML structure can be defined using a ( 
web services description language (WSDL) document. Enumer-
ating this information provides a wealth of data used in formulat-
ing attacks and forming requests.

SOAP actions and parameters are very useful bits of informa-
tion, and they can be extracted from the WSDL. An action might 
be something like getEmailAddress, which is passed using a pa-
rameter and value such as “profileid=1000″. Forming that request 
and sending it may allow you to discover other user’s e-mail ad-
dresses simply by changing the profiled value.

Now we could perform the enumeration of a WSDL manually 
by reviewing the response and making sense of the (sometimes) 
large amounts of data within the XML tags, but why not create 
re-usable code to do this quickly and seamlessly?

Install JRuby: $ sudo apt-get install jruby
Install the Savon and Buby gems:

$ sudo jruby –S gem install buby $ sudo jruby –S gem install savon

Now it’s time to write some code. The Savon gem is a Ruby/JRuby 
library that allows us to build a SOAP client and interact with web 
service. Create a file named attack_soap.rb and enter the follow-
ing code:

Line-by-Line Review:
Lines 1-2:
This is a directive to our script that basically says, “Use these li-
braries.”

Line 5:
Next we need to enter code that allows us to hook into Burp Suite 
and provide a medium through which the tool and our code can 
meet. We defined a class CustomMenuItem. (Line 33 will provide 
more details about when this feature comes into play.)

Lines 8-9:
We create a method called enum_wsdl. This method is called on 
line 27 and passed a URL (rhost object). On line 9 you see that 
we instantiate the Savon client and pass it the value associated 
with rhost.

Lines 11- 12:
Both of these are optional values. Line 10 specifies the use of basic 
authorization which a username and password of “guest”. Line 11 
sends traffic to our Burp proxy instance.

Lines 13- 18:
Line 13 ensures that client.wsdl and client.wsdl.soap_actions exist 
prior to being called. Line 14 gives us a pretty purple –{*}- icon and 
states, “List of available action(s):”. Lines 15-17 iterate through the 
array of soap_actions, “puts” each action to the console, and on 
line 17 we end the loop statement.

Lines 19-21:
Rescue clause in case things go belly-up and if so, we will grace-
fully handle the error on line 19. On line 20 we will print a red –{-}- 
marker along with the error ($!) to the screen. Line 21 ends the 
enum_wsdl method.

Lines 23 -24:
Line 23 is where we define a method called menu_item_clicked. 
This is extremely important because Burp wants to invoke this 
method, naming convention specific. In class, we passed it on line 
33 when the menu item is clicked (makes sense).

All this means is the class CustomMenuItem must have a method 
named menu_item_clicked. Take care in noticing we pass it *par-
ams. This means multiple objects can be passed to this method.

On line 24 we break up the couple of objects that are passed into 
two separate objects called menu_item_caption and message_info.

Lines 26 – 31:
The object message_info is an array of messages. Each messag-
es has certain values it is associated with. When we iterate through 
this array, line 26, we can access these values. 

SOAP hAcking  
by inFOSEc tEAm
I often receive-testing related questions from AppSec folks new to 
web services about the techniques used to discover and attack them. 
Often, web services are seen as difficult to enumerate, interpret, and 
exploit. Additionally, web services are thought of as an  arena with 
only a small arsenal of tools available.

kEn JOhnSOn



38

Hakin9 EXTRA

8/2012 (15)

Atola Technology introduces Atola Insight – the only data 
recovery device that allows providing the whole cycle 
solutions for data recovery process. 

Get started in three steps. Atola Insight is the only data 
recovery tool with the easiest way of connectivity. All you have 
to do is to attach the unit to the PC with a single cable, con-
nect to a drive, and switch on the tool. Moreover, the unit itself 
favors to save your working space by placing the hard drive 
right on top of the device. Atola’s thought-out solution gets rid 
of the unnecessary mess that other tools tend to make. Easy 
to start. Simple to work.

Hardware options to choose.  Atola Technology offers two 
hardware options for the DiskSense unit: USB and Ethernet. 
Both units have such features like serial port, real time current 
monitor, power control, write protection switch, buzzer, and 
LED indicators. Atola Insight Ethernet works with two ports 
to allow for direct disk-to-disk duplication, transfers data at 
speeds up to 110 MB/sec, and connects to an Ethernet port 
from any PC or laptop. Atola Insight USB ensures data trans-
fer at speed up to 38 MB/sec and connects to the USB port 
with ease, also proper as mobile utilization. It’s up to you to 
make a decision which one of Atola DiskSense units you will 
enjoy using.

Designed to meet any needs. Atola Insight was the first 
tool with the following automatic advanced features for data 
recovery market: in-depth diagnostic of all hard drive compo-
nents, firmware recovery, password removal, case manage-
ment systems, and many other things. One of the main high-
lights in the tool that is not being fulfilled to the full extent in its 
power in existing data recovery products – is diagnosis. Atola 
Insight presents the only one of its kind: self-acting diagnos-
tics that is based on in-depth testing of circuit boards, heads, 
media surfaces, firmware, and file systems consequentially. 
With one click, you can run a big process of diagnostics. Just 

a couple of minutes and you get a full diagnostic report that 
comes with recommendations summary of all the components 
of a hard drive. It’s worth trying to appreciate its true value.   

It’s your own recovery lab. Atola Insight is the most amaz-
ing tool for data recovery specifically designed to solve major 
problems and even more. Innovative technology allows pro-
viding complete data recovery process automatically. Case 
management system helps to save each of your action in one 
place. You can report to the device history at any time you 
want. Well- thought-out solutions enable canceling use of any 
other data recovery tools.

Atola Technology applies the latest market-oriented tech-
nologies, strives to improve the efficiency and functionality of 
products to the highest level, and makes all efforts to define 
the future for the data recovery market. 

AtolA InsIght.  
More thAn just  
A dAtA recovery tool.
Whether it is a drive that has bad sectors, locked or damaged, with 
missing files or degraded heads, Atola Insight can easily work with it.

Figure 1. Atola Insight
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